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(54) ON-UNE SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent the data of host 
computer from being operated by illegally manipulating a 
terminal in an on-line system. 

SOLUTION: A terminal operator has an ID plate 2 for 
transmitting ID data, ID data possessed by an ID plate 
data recognizing part 9 are sent to the host computer by 
the terminal arid collated with ID data stored in an 
operator iris data base 17 by a collation part 16. When it 
is judged the possessed ID data show a use permitted 
operator, iris data possessed by an iris data possessing 
part 8 are sent to the host computer by the terminal and 
collated with iris data stored in the operator iris data 
base 17 by the collation part 16 and when it is judged 
the possessed iris data shows the use permitted 
operator, the terminal is turned to a usable state. 
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[0014] When conducting re-collation, the aforementioned ID 
data and iris data stored in the memory 15 are sent to the 
host computer for re-collation at collation unit 16. By not 
performing re-acquisision of ID data and iris data as 
described above, it is possible to achieve a higher speed of 
re-collation processing. When the result of collation at 
the aforementioned SA 13 or SA 15 is NG, use of the online 
terminal is disabled, and detection and acquisition of ID 
data is started again (SA 18). 

[0015] To increase strictness of collation, when a 

prescribed key operation is performed at an enabled terminal, 
and if iris data acquired again matches with the ID data 
acquired upon acceptance of the result of collation, the use 
permission state of the terminal may be maintained by 
deeming that the bank- clerk having obtained the use 
permission has started operation. As described above, in 
the first embodiment of the present invention, when the 
system of a terminal is started, provision of means for 
detecting ID data of the ID plate and means for acquiring 
iris data makes it possible to accomplish automatic online 
connection without the need for the clerk to be in trouble 
by the complicated operation such as input of ID card or a 
password . 

[0016] A database which registers ID data and iris data for 
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all the bank-clerks in the host computer is provided. This 
makes it possible to unable data operation by an outsider 
other than the bank-clerks belonging to the bank. 
Furthermore, there are provided means for detecting 
transmission wave of the ID plate and means for camera- 
controlling for making the object iris data acquiring camera 
and the iris data acquiring camera aiming at an object 
person. Upon acquiring iris data, this permits acquisition 
of the iris without being present by the iris data acquiring 
camera . 

[0017] Fig. 3 is a flowchart illustrating a second 
embodiment of operation, showing the confirming operation 
during working. In the online- connected terminal, the 
control unit 12 constantly transmits radio waves from the 
antenna/scanner 1 (SB 1). Within the reach of an ID plate 2 
for radio wave, the ID plate receives wave from the 
antenna/scanner 1 and terminals ID data { SB 2 and SB 3). 
[0018] vnien receiving of ID data by the antenna/ scanner 1 
during working steps, the control unit 12 deems the operator 
to have left the seat, and locks th terminal operation while 
holding the online connection (SB 9 and SB 5). When the 
antenna/scanner 1 receives ID data in SB 4, the control unit 
12 collates the received ID data with the ID data acquired 
upon obtaining the use permission and stored in the memory 
15 (SB 6). If the result of collation is NG (SB 7), the 
operator upon obtaining the use permission is deemed to have 
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been replaced by another, the terminal operation is locked 
while maintaining the online connection (SB 5). 
[0019] If the result of collation at SB 7 is OK, the iris 
acquisition target follow-up camera control 10 controls the 
camera controller 5 so that the collimation of the iris data 
acquisition target follow-up camera 3 and that of the iris 
data acquiring camera 4 match with the receiver of the ID 
data. After setting the sights on a target (ID data 
transmitter) with the iris data acquisitor follow-up camera 

3 by following up the target, the sights of the iris data 
acquiring camera 4 are set at eyes of the target, and the 
image of the eyes is acquired ( SB 8 and SB 9 ) . 

[0020] The image acquired by the iris data acquiring camera 

4 is converted into iris data at the iris data acquiring 
unit 8 (SB 10). The control unit 12 collates this converted 
data with the iris data stored in the memory 15 after 
acquiring upon obtaining a use permission of the terminal 
(SB 11). When the result of collation is NG (SB 12), the 
operator is determined to have been replaced by the operator 
upon obtaining the use permission of terminal, and the 
terminal operation is locked while holding the online 
connection (SB 5). 

[0021] If the result of collation is OK in the 
aforementioned SB 12, the terminal is kept in the state of 
use permission, and when the terminal operation is locked 
for leaving the operator's seat, lock is released to achieve 
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a state permitting continuance of operation (SB 13, SB 14). 
In the second embodiment of the present invention, as 
described above, the terminal operation can be locked at any- 
time during operation after online connection by detecting 
and acquiring ID data and iris data, and detecting leaving 
of the terminal operator from his seat. An illegal use by 
data operation of the host computer by a person other than 
the operator upon obtaining the use permission of the 
terminal can thus be prevented. 

[0022] Locking is released when the operator upon obtaining 
the use permission of the terminal comes back to his seat 
and the ID data and the iris data can thus be obtained, thus 
enabling to minimize troubles in reactivation. In addition, 
by storing and holding the ID data and the iris data 
acquired upon obtaining the use permission of the terminal, 
collation can be performed without accessing the host 
computer, thereby permitting achievement of the higher speed 
of processing . 

[0023] In the first embodiment and the second embodiment 
described above, a bank online system has been described 
above. The present invention is applicable also in public 
agencies and the like using an online system handling 
important information. 
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7 : KEYBOARD 

11: KEYBOARD CONTROLLER 

10: IRIS ACQUIRER FOLLOW-UP CAMERA 

9: ID PLATE DATA RECOGNITION UNIT 

8: IRIS DATA ACQUIRING UNIT 

14: POWER SUPPLY 

15: MEMORY 

12: CONTROLLING UNIT 

13: I/F UNIT 

(D TO HOST COMPUTER 

(D TO I1)JDIVIDUAL ONLINE TERMINALS 

16: COLLATION UNIT 

17: lOERATIR'S URUS DATABASE 

18: CUSTOMER DATABASE 

BLOCK DIAGRAM ILLUSTRASTING A TYPICAL EMBODIMENT OF THE 
ONLINE SYSTEM OF THE PRESENT INVENTION 
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[FIG. 2] 

® ONLINE TERMINAL POWER SUPPLY OK 
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ACTIVATE SYSTEM 

TRANSMIT WAVE FROM ANTENNA /SCANNER 
RECEIVE ID PLATE RADIO WAVE 
TRANSMIT ID PLATE ID DATA 
RECEIVE ANTENNA/ SCANNER ID DATA 
TRANSMIT ID DATA TO HOST COMPUTER 

COLLATE RECEIVED DATA WITH REGISTERED DATA, AND 
TRANSMIT RESULT TO ONLINE TERMINAL 
RESULT OF COLLATION 

CONTROL CAMERA SO AS TO AIM AT COLLATED ID PLATE 
HOLDER 

COLLIMATE CAMERA 

CONVERT DATA INTO IRIS DATA AND TRANSMIT IT TO HOST 
COMPUTER 

COLLATE IRIS DATA WITH REGISTERED DATA, AND 
TRANSMIT THE RESULT TO ONLINE TERMINAL 
RESULT OF COLLATION 

USE PERMISSION OF ONLINE TERMINAL 

ONLINE TERMINAL HOLDS ID DATA AND IRIS DATA FOR 
WHICH USE PERMISSION HAS BEEN OBTAINED 
RE -COLLATE DATA 
START OPERATION 

NOT GRANTING USE PERMISSION OF ONLINE TERMINAL 



FLOWCHART SHOWING FIRST EMBODIMENT OF OPERATION 
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[FIG. 3] 
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IS BANK-CLERK ABSENT FROM THIS SEAT? 
TRANSMIT RADIO WAVE FROM ANTENNA/ SCANNER 
RECEIVE RADIO WAVE OF ID PLATE 
TRANSMIT ID PLATE ID DATA 
RECEIVE ANTENNA/ SCANNER ID DATA 

LOCK TERMINAL OPERATION WHILE HOLDING ONLINE 
CONNECTION 

COLLATE RECEIVED ID DATA WITH DATA HELD IN CONTROL 
UNIT 

RESULT OF COLLATION 

CONTROL CAMERA SO AS TO AIM AT HOLDER OF COLLATED 
ID PLATE 

COLLIMATE CAMERA 

CONVERT DATA INTO IRIS DATA 

COLLATE CONVERTED IRIS DATA WITH STORED IRIS DATA 
RESULT OF COLLATION 

CONVERT, AND GRANT USE PERMISSION OF TERMINAL AND 
RELEASE LOCKING OF TERMINAL OPERATION 
START OPERATION 



FLOWCHART SHOWING SECOND EMBODIMENT OF OPERATION 
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